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« Estandar tecnoldgico de la Universidad

« Conectores SAML 2.0, Shibboleth 1.3, CAS,
openid, Oauth

* Multiples AuthSources (LDAP, MySQL, etc)
* Funciona como IdP y SP

» Soporta federaciones
e Conexiones SSL
e SLO através de SAML 2.0



e Mddulos de Identidad

- SAML 2.0 IdP
— Shibboleth 1.3 IdP

e Mddulos auxiliares

— Estadisticas
- Estado memcached



 Atributos:
- uid
- password
— accessTo
- employeeType
- employeeNumber
- ou
 Proximamente Object Classes Internet2

— eduPerson
- eduOrg



User Agent !Senrice Provider Ildentity Provider
Do have a security context for this UA?
Hm, no, s0 I'm going to establish one...
1. User Agent attempts to access
some resource at the Service Provider 2. Service Provider determines
Identity Provider to use (methods vary,
/ details not shown)
3. <ruthnRequest > message
issued by Service Provider to Identity Provider
-
14. Identity Provider identifies Principal (methods vary.|details not shown) >
5. <Response> message issued by ldentity Provider to Service Provider
-
6. Based on the Identity Provider's
response identifying (or not) the Principal,
the Service Provider either returns the resource or
HTTP
- an | ) error
\J \j \J

Figure 1



(o) Aplicaciones php: Uso de conectores
s?mpIeSAMLphp especificos, desarrollo de nuestros propios

conectores

Aplicaciones basadas en inyeccion de
atributos en HEADER http

Aplicaciones java que solo proveen este
meétodo para autenticar por SSO
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 Heartbeat: Cluster LDAP y Proxy

* Ldap syncrepl: Directorio Ldap redundante
 HA-Proxy: Balanceo de IdPs

« Memcached: Manejo de sesiones redundante
* Proxmox: Cluster de virtualizacion

« HP StoreVirtual 4330: 2 nodos + Failover
Manager

e Infraestructura de red redundante



HAProxy version 1.5.8, released 2014/10/31
Statistics Report for pid 17518 on SSO-PROXY1

> General process information
active UP

pid = 17518 (process #1, nbproc = 1)

uptime = 6d 5h32m30s

system limits: memmax = unlimited; ulimit-n = 4038
maxsock = 4035: maxconn = 2000: maxpipes =0
current conns = rrent pipes = Of0; conn rate = Ofsec
Running tasks: L/17:idle = 99 %

backup UP

active UP, going down backup UP, going down

active DOWN, going up backup DOWM, going up

active or backup DOWN | | not checked

active or backup DOWN for maintenance (MAINT)

active or backup SOFT STOPPED for maintenance
Mote: "NOLB"DRAIN" = UP with load-balancing disabled.

Display option:

External resources:

. = Primary site
| gmem
Hide DOWN' servers « Online manual
Disable refresh
Refresh now
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Choose the action to perform on the checked servers :
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Usuario
Editar perfil

A Inicio
i Comunidad
A Recursos humanos

M Consumos y saldos

3 Consulta de expedientes

[2| Consulta de resoluciones

= Campus virtual

©@ Ayuday comentarios

u‘a A [ Cerrar sesion

13

Inicio

== Aplicaciones

- D

<]

Correo Soporte Técnico Nube
SIU-Mapuche Apuntes Jenkins

MNoticias

Distribucion de comisiones del Curso de Ingreso

Estan disponibles los listados correspondientes al
primer cuatrimestre 2015,

Dialogos con la familia de Wanda Taddei

& & O

Virtual APAR SIU-Pilaga

4 Agenda UNQ

180342015
4° Feria de libros en Nota al pie
En el espacio de la libreria Nota al pie, tendra lugar la

cuarta edicion de la Feria de Libros De la Editorial UNQ a
la comunidad
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Ultima fichada

Correos sin leer L




Muchas gracias!
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